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15 October 2010
(U) Scope

(U//FOUO) This product is intended to provide perspective and understanding of the
nature and scope of potentially emergent threats in response to the posting of the
second edition of Inspire magazine. It is also intended to assist federal, state, local, and
tribal government agencies and authorities, the private sector, and other entities to
develop priorities for protective and support measures relating to an existing or emerging
threat to the homeland security.

IA-0021-11

(U) Warning: This joint FBI/DHS document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It is subject to release restrictions as detailed in the
Homeland Security Act of 2002 (6 U.S.C. 482) and the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed,
and disposed of in accordance with DHS and FBI policy for FOUO information and is not to be released to the public, media, or other personnel who do not have an
authorized need-to-know without appropriate prior authorization.

(U) Warning: This product may contain U.S. person information that has been deemed necessary for the intended recipient to understand, assess, or act on the

information provided. U.S. person information is highlighted with the label USPER and should be protected in accordance with constitutional requirements and all
federal and state privacy and civil liberties laws.
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(U//FOUO) Inspire Continues to Advocate Anti-Western Ideology and Offers
Violent Extremist Tradecraft Guidance

(U//FOUO) On 11 October 2010, al-Qa’ida in the Arabian
Peninsula (AQAP) released the second edition’ of its English
language online magazine Inspire, which continues to
encourage Western readers to conduct attacks in the West and
to take up individual violent jihad. The magazine includes an
interview with AQAP deputy emir Sa’id al-Shabhri, articles by
Anwar Aulaqi’**®*, an article authored by former Charlotte, North
Carolina resident Samir Khan"s"*®, and previously released
statements by al-Qa’ida (AQ) leader Usama bin Laden (UBL)
and AQ propagandist Adam Gadahn":. Similar to the first
edition, the magazine provides suggestions for individual violent |
jihad in the West and encourages operational security. (U/IFOUO) Inspire Magazine

— (U/[FOUOQ) Included in the second installment of the “Open Source Jihad”
section is an article titled “The Ultimate Mowing Machine,” which encourages
would-be operatives to outfit a pick-up truck with waist-high blades and “mow”
down pedestrians. A second article, “Tips for our Brothers in the United Snakes
of America,” provides suggestions such as a possible Weapons of Mass
Destruction (WMD) attack or an operation similar to that of alleged Fort Hood
shooter Major Nidal Hasan"*"*®, specifically targeting a “crowded restaurant in
Washington, DC at lunch” which they assert would likely kill US government
employees.

— (U//[FOUQO) The magazine advises potential operatives to be aware of
operational and communications security with suggestions to avoid using the
internet or cell phones, utilize code words, and use encryption by providing
specific instructions for the publicly available Mujahideen Secrets program.

— (U//IFOUO) Samir Khan declared his affiliation with AQAP by naming himself as
the author of “I Am Proud to be a Traitor to America.” In the article, Khan claims
he could not openly express his existence as a traitor to the United States until
he “was above the law” and asserted his allegiance to UBL. Khan describes his
own personal story of why he left the United States but does not directly
encourage others to follow his path nor does he provide instructions on how to
join AQAP.

(U//FOUO) Inspire’s Second Edition Mirrors First

(U//FOUO) Similar to the second edition, the first edition—which was published on 11
July 2010—encouraged attacks against the West, contained an interview with a senior
AQAP leader, and included articles by al-Aulaqgi and UBL. The first edition also included
the first installment of “Open Source Jihad” wherein AQAP provides step by step
instructions for constructing a pipe bomb in an article titled “Make a Bomb in the Kitchen

' (U//FOUO) For additional information on the first edition of Inspire see Joint FBI-DHS
Intelligence Bulletin “New AQAP Magazine Encourages Western Readers to Conduct Attacks in
the West” dated 13 July 2010.
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of Your Mom.” Both editions instructed Muslims located in the West to perform
operations where they reside or travel overseas to participate in violent jihad.

(U) Outlook

(U//FOUO) We have no indications that the timing of the publication of this magazine or
any tactics described therein are related to any specific, ongoing AQAP plotting against
the US Homeland. We are concerned; however, the second edition of the colloquial
English-language magazine could appeal to certain Western individuals and encourage
them to conduct attacks in the United States in the future. The second edition is further
evidence that AQAP is trying to establish a following among a Western audience, while
enhancing the group’s resonance through a consistent media campaign focused at
English speakers.

(U//FOUO) We encourage reporting of suspicious activity to appropriate authorities and
encourage our homeland security, military, and law enforcement partners to remain
vigilant.

(U) Reporting Notice

(U) FBI and DHS encourage recipients of this document to report information concerning suspicious or
criminal activity to the local FBI Joint Terrorism Task Force and the state and local Fusion Center. The FBI's
24/7 Strategic Information and Operations Center can be reached by telephone number 202-323-3300 or by
email at SIOC@ic.fbi.gov. The DHS National Operations Center (NOC) can be reached by telephone at
(202) 282-9685 or by email at NOC.Fusion@dhs.gov. FBI regional phone numbers can be found online at
http://www.fbi.gov/contact/fo/fo.htm and Fusion Center information may be obtained at
http://www.dhs.govf/files/resources/editorial_0306.shtm. For information affecting the private sector and
critical infrastructure, contact the National Infrastructure Coordinating Center (NICC), a sub-element of the
NOC. The NICC can be reached by telephone at (202) 282-9201 or by email at NICC@dhs.gov. When
available, each report submitted should include the date, time, location, type of activity, number of people
and type of equipment used for the activity, the name of the submitting company or organization, and a
designated point of contact.

(U) Administrative Note: Law Enforcement Response

(U//FOUO) Information contained in this intelligence bulletin is for official use only. No portion of this
bulletin should be released to the media, the general public, or over nonsecure Internet servers. Release of
this material could adversely affect or jeopardize investigative activities.

(U) For comments or questions related to the content or dissemination of this document, please contact the
FBI Counterterrorism Analysis Section at 202-324-3000 of FBI_CTAS@ic.fbi.gov, or DHS/I&A Production
Branch staff at IA.PM@hqg.dhs.gov.

(U) DHS/I&A would like to invite you to participate in a brief customer feedback survey regarding this
product. Your feedback is extremely important to our efforts to improve the quality and impact of our

products on your mission. Please click below to access the form and then follow a few simple steps to
complete and submit your response. Thank you.

G O s

(U) Tracked by: HSEC-01-00000-ST-2009, HSEC-03-00000-ST-2009
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Office of Intelligence and Analysis
I&A Customer Survey

Product Title: (U//FOUO) Second Edition of Inspire Magazine: Continues to Encourage Attacks in the West

1. Please select the partner type that best describes your organization. BSEEIell:!

2. How did you use this product in support of your mission?

[ Integrated into one of my own organization’s finished information or intelligence products
[] Shared contents with federal or DHS component partners
If so, which partners?
[J Shared contents with state and local partners
If so, which partners?
[ Shared contents with private sector partners
If so, which partners?
[J Other (please specify)

3. Please rank this product's relevance to your mission. (Please portion mark comments.)

O Critical

O Very important

O Somewhat important
O Not important

O N/A

4. How could this product or service be improved to increase its value to your mission? (Please portion mark comments.)

5. Was this product provided to you in response to a specific request to DHS I&A? ® Yes

6. Please rate your satisfaction with each of the following:

Very Somewhat Somewhat Very
Satisfied Satisfied Dissatisfied Dissatisfied N/A

Timeliness of product

or support b O O O O O
Responsiveness to your

intelligence needs O O O O O

If you answered yes to
question 5, please rate your

satisfaction with DHS |&A’s O O O O O

communication during the
processing of your request

To help us understand more about your organization so we can better tailor future products, please provide:
Your Name and Position

Your Organization

Your Contact Number or Email

D
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Submit
Feedback
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Paperwork Reduction Act Compliance Statement

Legal Significance of Office of Management and Budget Control Number: Your response to this feedback request is
completely voluntary. The Paperwork Reduction Act requires that the Department of Homeland Security notify
respondents that no person is required to respond to the collection of information unless it displays a currently valid
OMB control number.

Privacy Act Statement: DHS’s Use of Your Information

Principal Purposes: When you provide feedback on an Intelligence and Analysis (I&A) intelligence product, DHS collects
your name, position, contact information, and the organization you are representing. We use this information to contact
you if we have additional questions about the feedback and to identify trends, if any, in the feedback that you and your

organization provide.

Routine Uses and Sharing: In general, DHS will not use this information for any purpose other than the Principal
Purposes, and will not share this information within or outside the agency. Aggregate feedback data may be shared
within and outside DHS but without including the contact information. In certain circumstances, DHS may share this
information on a case-by-case basis as required by law or necessary for a specific purpose, as described in the DHS
Mailing and Other Lists System of Records Notice, DHS/ALL-002 (73 FR 71659).

DHS Authority to Collect This Information: DHS requests that you voluntarily submit this information under its
following authorities: 5 U.S.C. 301; the Federal Records Act, 44 U.S.C. 3101.

Effects of Not Providing Information: You may opt not to provide the requested information or to provide only some of
the information DHS requests. However, if you choose to provide any feedback information, you must provide a
classification level as requested on this form. If you opt not to provide some or all of the requested information, DHS
will not be able to contact you to fully address your feedback and any additional information needs.

Accessing and Correcting Information: If you need to access or correct the information collected on this form, you
should send an email to ia.feedback@dhs.gov. You may also direct your request in writing to the appropriate FOIA
Officer, whose contact information can be found at http://www.dhs.gov/foia under “contacts.” Additional instructions
are available at that website and in the DHS/ALL-002 System of Records Notice, referenced above.

Return to Form
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